
No Radios, No Problem
Hacking WiFi in a Virtual World

Nishant Sharma



● Head of Cybersecurity Research @ SquareX (Browser Detection-Response)

● 10+ years in Cybersecurity education/training 

○ VP, Labs and R&D for ine.com

○ Head R&D for Pentester Academy

● 25+ talks at Black Hat, DEF CON, HITB, OWASP

● 9+ Trainings and workshops at Blackhat, DEFCON over last 6 years

● 10+ open source tools including AWSGoat, Azuregoat, GCPGoat totalling 3500+ stars

● https://nishantsharmax.com 

Nishant Sharma

https://github.com/ine-labs/AWSGoat
https://github.com/ine-labs/AzureGoat
https://github.com/ine-labs/GCPGoat
https://nishantsharmax.com


● Practice in VM, safe, controlled, predictable and scalable

● Easy for beginners

● Easy to replicate complicated, multi-device, 

multi-network, multi-config scenarios

● Practice Anywhere and Anytime

Why? 



● Linux machine (or VM)

● 80211_hwsim

● Network Namespaces

● Hostapd

● Wpa_supplicant

● dnsmasq

● dhclient

What all we need? 



Ubuntu Desktop 24.04
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osboxes.org

sqrx.comLink: https://www.osboxes.org/ubuntu/ 

https://www.osboxes.org/ubuntu/


No WiFi Interface
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mac80211_hwsim – Linux Wi-Fi Hardware Simulator
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● Simulates IEEE 802.11 radios in software

● Part of Linux mac80211 stack

● Creates virtual PHY (phyX) & WLAN (wlanX) interfaces

● Supports managed, AP, monitor, mesh, IBSS modes

● Works with iw, hostapd, wpa_supplicant

● Ideal for Wi-Fi development, testing & research without hardware

● Ability to create multiple simulated Wi-Fi interfaces

● Works perfectly inside a VM (no PCI passthrough needed)



mac80211_hwsim
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● Make sure your kernel version is ≥ 3.6 (most modern Ubuntu versions are fine).
         Command: uname -r

● Install build-essential and linux-modules-extra
Command: sudo apt install build-essential linux-modules-extra-$(uname -r)

● You can load the module with a given number of simulated radios:
Command: sudo modprobe mac80211_hwsim radios=3

● Verify
Command: ip link show



mac80211_hwsim
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iw dev
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Command: iw dev



WiFi Interfaces
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WiFi Interfaces
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Install build-essential and linux-modules-extra

Command: sudo nmcli dev set wlan2 managed no

Load the module with a given number of simulated 
radios:

Command: sudo systemctl restart NetworkManager



Hostapd
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open.conf

interface=wlan1
driver=nl80211
ssid=OpenTestNet
hw_mode=g
channel=6
bssid=02:12:34:56:78:9A

Start hostapd

Command: sudo hostapd open.conf



Hostapd
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Network Namespace
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Namespaces isolate system resources (processes, mounts, IPC, network, etc.) so each set 
appears to have its own instance.

Create a network namespace
Command: sudo ip netns add wpsns

Setting localhost interface
Command: sudo ip -n wpsns link set lo up

Listing network namespaces
Command: ip netns list



Moving to new Namespace
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Interfaces across namespaces
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Running ip link command in “wpsns” network namespace
Command: sudo ip netns add wpsns



Starting SSID
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Assign IP address to wlan1
Command: sudo ip addr add 
192.168.0.1/24 dev wlan1

Bring interface up
Command: sudo ip link set wlan1 up

Start hostapd
Command: sudo hostapd -B 
open.conf



Starting SSID
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Starting client
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Run bash in “wpsns” network namespace
Command: sudo ip netns exec wpsns bash

Run wpa_supplicant
Command: sudo wpa_supplicant -i wlan2 -c /tmp/openwifi.conf -B



Too lazy to script?
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Mininet-WiFi
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Mininet-WiFi
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Mininet-WiFi
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What else?
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